
 
We solve, you evolve 

CYBER SAFETY TIPS 

‘Using leading security solutions and software to keep you and your 
business safe’. 

Companies often impersonated 
by cyber criminals  

• PayPal, eBay, Yahoo!, MSN, Google, well-known companies such as BT, banks 
and other financial institutions.  Social media networks e.g. Facebook. 

Personalised emails 
 

 

• Beware of communications purporting to be someone you know asking for 
confidential information, passwords, log-ins and/or financial information. 
o The email may address you by name. For example, ‘Hi Bob’. 
o Talk about a friend, family member or someone you know. 
o Refer to an item you recently purchased or even something you did! 

Emails from well-known 
companies or corporations 

• Don’t respond to emails asking you to log in to an account or requesting financial 
details unless you are sure they are genuine. Contact the company if unsure. 

• Watch out for spoof password reset notification requests.   

• Look for spelling and grammar errors.  Legitimate businesses are unlikely to send 
emails with spelling mistakes as they often have copy-editors to check emails. 

Downloads and attachments • Don’t download files or attachments from the internet if you don’t know what it 
is or what it does. It may lead to the installation of malware or malicious codes. 

Links • Never click on links unless you're sure they're from a bona fide sender. Hover 
over the link (don’t click on it) and check whether the address in the pop out box 
is the same as the link address typed in the message and corresponds with the 
sender’s web address. If not, DON’T click on it! 

• Don’t use links in emails or documents to connect to a website unless you are 
certain they are authentic. 

Forms • Never submit financial information via forms which are embedded within email 
messages. 

Alarmist messages, threats 
and requests for money 

• Scammers may threaten to disable an account or delay services if you do not 
provide information. 

• Don’t respond to requests to donate to a charitable organisation (i.e. following 
a disaster on the news) unless you’re sure they are genuine. 

  • Ignore promises of money or deals that are too good to be true! 

Secure passwords • Use different passwords for every account and strong passwords using a range 
of numbers and upper-lowercase letters.   

• Save passwords using a secure password manager such as KeePass rather than 
keeping them on your smartphone, PC or tablet. 

• Legitimate businesses and financial institutions will never call or email you to ask 
for usernames or passwords, so don't be fooled! 

Spam, viruses and malware • Install anti-spam and email filtering software on your PC. 

• Opt out of receiving data from third parties when signing up or purchasing items 
online to prevent unwanted spam. 

• Protect your system and devices with a comprehensive anti-virus solution. 

Software and security updates • Frequently update your software when prompted by your software provider. If 
unsure, seek advice or speak to an IT specialist about managing your updates. 

Secure backup • Always back up your data using secure local and online backup solutions. 

Education, awareness and 
common sense 

• Be proactive and educate your end users about cyber scams.   

• Always use common sense - think about what you're doing before it’s too late! 

• And report all cyber crime to ActionFraud, the national fraud reporting service. 

 


